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BIS243 – Organisational Security 
DURATION 
 
Reading Time: 10 minutes 
Writing Time: 180 minutes 
 
INSTRUCTIONS TO CANDIDATES 
Section –A. Compulsory section 10 marks. 
 
Section B – Answer any five (5) out of seven (7) questions. 40 marks. 
 
You must mention the question numbers attempted in the cover sheet of the answer booklet. 
 
EXAM CONDITIONS 
You may begin writing from the commencement of the examination session.  The reading time indicated above is 
provided as a guide only. 
This is a CLOSED BOOK examination 
No calculators are permitted 
No handwritten notes are permitted 
No dictionaries are permitted 
ADDITIONAL AUTHORISED MATERIALS EXAMINATION MATERIALS TO BE SUPPLIED 
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Section A  
This section has one question. 
Total No of Marks for this Section:  10 
This section should be answered on the Answer Sheet provided.  Please ensure that your name and 
student number have been written on the Answer sheet and placed in the completed Answer Booklet. 
Marks for each question are indicated.  Suggested time allocation for Section A:  40 mins 
 
Question A1. 
Describe a policy, and explain how it is different from Law?   
            (03 Marks) 
Define the term “Privacy” and explain why it is a topic of significant concern in our current environment of 
Information Security. 
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Section - B 
 
You have to answer any five (5) out of seven (7) questions. 
Total No of Marks for this Section:  40 
Each question in this section is worth 8 marks. 
This section should be answered on the Answer Sheet provided.  Please ensure that your name and 
student number have been written on the Answer sheet and placed in the completed Answer Booklet. 




1. Explain the Three (3) elements that form the C.I.A triangle with respect to Information Security. 
(04 Marks) 
2. What is the difference between a threat agent and a threat?  Give two possible examples of 
each. 
      (04 Marks) 
Question B2  
1. Briefly describe the following plans, include a sentence relating to when they would be used. 
a. IR Plan 
b. DR Plan 
c. BC Plan 
                               (04 Marks) 
 
2. In Disaster Recovery, it is essential to have backup sites. Briefly describe what you would expect 
to be available at following locations. 
a. Hot Site 
b. Cold Site 
c. Warm Site 
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Question B3  
1. Explain the differences between and normal and hybrid firewall with an example. 
(04 Marks) 
2. Explain VPN? Why is it becoming more widely used? Explain how it differs from TOR browser 
(Onion browser). 
      (04 Marks) 
 
 
Question B4.  
1. Explain the three general categories of unethical and illegal behaviours. 
(04 Marks) 
2. Define SSL and SHTTP.  Describe their relationship between both. 
(04 Marks) 
Question B5.  
1. Explain why the periodic review process is part of the risk management strategy. 
(04 Marks) 
2. What is Risk Appetite? Does it varies among organisations; explain your answers with example. 
(04 Marks) 
 
Question B6.  
1. List any three (3) advantages and disadvantages of a Network-based IDPS. 
(04 Marks) 
2. List some of the actions an IDPS (Intrusion Detection and Prevention System) take, once an 
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Question B7.  
1. Why are employees considered as one of the greatest threats to information security? 
(04 Marks) 
2. Describe the profile of a normal hacker in the early years of computing and compare it to that 
of current environment.  
(04 Marks) 
!End! 
 
